ARK for Windows Enterprise

Reporting tool for Microsoft Windows Enterprise
Product Overview

ARK for Windows Enterprise (ARKWE) is a
powerful reporting solution for the Microsoft
Windows Network. ARKWE reports on Windows
domains & servers, users/groups, policies, events,

ARMKWE serices, installed applications, shares,
permissions, printers, data sources etc.

ARKWE's basket of Built-in reports provide powerful, ready-to-use
reports that assist in both Management reporting and Compliance
reporting requirements such as SOX and HIPAA.

e NTFS permissions reports across servers and workstations
in multiple domains, including Files, Folders and Shares.
View permissions using different dimensions.

e Installed services reports on current state, the user account
context in which the service operates and its dependent
services for all the individual workstations in your network.

e Events reports on Application Events, Security Events and
System Events for all the individual workstations in your
network.

e Local security policy reports such as Password Policy,
Account Lockout Policy, Audit Policy, User Rights
Assignment Policy, Security Options and I[P Security
Policies of individual workstations in your network.

e Domain Summary reports about Operating System, IP
Address, Roles assigned and installed applications for all
the computers in a domain.

e Local groups and their users’ reports from individual
workstations in your windows network to analyze and plug
security holes; because local groups can contain user
accounts or global group accounts from multiple domains.

e Complete Software and hardware inventory reports of your
entire Windows network - servers, workstations, network
resources, configuration settings etc. ldentify security holes
based on service packs, security updates and hot fixes.




Key Benefits

No agent installation. Information is collected, processed
and displayed on the same machine where ARKWE is
installed.

View information about different machines and domains in
their own display windows. Ability to restrict the scope of a
domain search by allowing the user to select and scan only
a subset of computers in the domain. Especially useful for
medium to large enterprise networks.

Organize and group information conveniently into separate
Tab Views. The relevance has been maintained according
to Windows system information architecture.

Filter unwanted fields and select the desired fields to view.
Apply powerful conditional queries to get a narrow subset of
information.

Sort on the various fields of information.

Prepare multiple tabular management Reports. Users will be
able to precisely define, view and present reports about the
Microsoft Enterprise Network.

Built-in Reports that allow users to quickly select and
generate reports. These predefined reports are based on
some of the common tasks in Systems management
reporting.

Customize reports for display and presentation.

Key Features

Domain Reports

View all domains across the enterprise, their associated
servers and trust relationships across domains.

Scan an entire domain or only a subset of the domain and
generate Summary reports on OS version, Service pack,
Hardware configuration, Network Configuration, Shares and
Installed Applications for all computers in the domain.

Server Reports

User Accounts

List of Users and their Account, Profile and
Privileges information

Group User-Groups and Group-Members
information

Policies Account Lockout, Audit Policies and User
Rights Assignment

Security Permissions, Rights and Privileges

Events Application, Security, System logs and
previously saved logs

Services Installed services and their dependencies

System System Summary including among other

Information OS, Service Pack, Page File, and Processor

System Requirements

For the computer running
ARKWE

Hardware: Intel Pentium
Processor, 512MB of RAM, 20
MB disk

Operating System: Windows 8 /
Windows 7 / Windows Vista /
Windows XP / Windows Server
2000 / Windows Server 2003 /
Windows Server 2008 / Windows
Server 2008 R2 / Windows Server
2012 with .NET Framework 4.0 or
higher with the latest service
packs.

Database: Microsoft SQL Server
2008 (Enterprise / Standard /
Developer / Express edition) or
Microsoft SQL Server 2005
(Enterprise / Standard / Developer
/ Express edition) running in local
/ remote computer with latest
Service Pack.



information

General Shares, Folder Permissions, Disk Storage,
Resources Printers, Scheduled Tasks, Data Sources,

Sessions, Open Files and Replication
Registry Registry Key's value and applied
Information permissions

Permissions (New) Permissions of specific Users/Groups on
Folders and Files with Inherited and "Apply
To" information.

Export Reports using the Power Export Wizard

Flexible Export feature to export reports from ARKWE to MS-Access
database / HTML / XLSX / PDF / TIFF / Comma Separated Values
(CSV) file format. Data Exportable into MS-Access database for
archival purposes. Reports may be scheduled for export at different
intervals of time — daily, monthly, weekly etc. Ability to export reports
across domains and servers in a single task in three simple steps —

a) Select the Reports
b) Select domains and computers to generate the reports
c) Schedule the Export.

Preview Report
Flexible report display options to preview the reports

Manage Favorite servers
Windows Servers that need special attention can be tracked using
"Scan Profiles" tool

Filter and Customize data
Powerful Filter and Customize options to track and report only the
desired information across different logical entities

E-mail Report
E-mail reports to users in the Exchange organization

Multiple report formats

Reports can be generated in MDB / CSV / HTML / PDF / XLSX /
TIFF formats or mailed to the account in columnar text format

Database Support
Supports both MS-Access and SQL Server for data storage

Built-in-Reports
Permissions Reports

List of permissions for specific users and groups on folders
List of permissions for folders

List of permissions for specific users and groups on files
List of permissions for files

Microsoft Data Access
Components (MDAC) v2.5/2.6/2.8
only

For the computers reported by
ARKWE

Windows 8 / Windows 7 /
Windows Vista / Windows XP /
Windows Server 2012 / Windows
Server 2008 / Windows 2003 /
Windows 2000 with Microsoft
Remote Registry Service
enabled.



Shares and Resources Reports

e List of Shares
e List of Shares with permission
e List of applications installed in a machine

Users and Groups Reports

List of Users and Groups

List of User accounts

List of Local and Global groups

List of disabled user accounts

List of locked-out user accounts

Password settings of all user accounts (Password never
expires etc.)

Members of Local Administrators group

e Log on rights assigned for all accounts (Log on locally etc.)
e Privileges assigned for all accounts

Domain Reports

List of trusted and trusting domains

List of machines with their OS and service pack

List of Windows Servers

List of Domain Controllers

List of Application Servers (1S, Exchange Server, SQL
Server etc.)

e List of machines that run TCP/IP services (FTP, telnet etc.)
e List of machines that have auditing enabled (or disabled)
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